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Dear user,

You have been provided with a ZIP archive which contains the PCT utility (Partner Customization Tool), an
example of the configuration file, and the Usage_Agreement.txt file.

To use the utility and customize the distributive, you first need to edit the configuration file.
Configuration file example:

{

"COMPANY NAME": "PARTNER inc.",

"SMTP_ SERVER": "127.0.0.1",

"SMTP PORT": "25",

"ADMIN EMAIL": "admin-custom@admin.ru",
"SENDER EMAIL": "sender-custom@sender.ru",
"CONNECTION SECURITY": "O",

"NEED AUTHENTICATION": "1",

"EMAIL USER": "smtp login",
"EMAIL USER PASSWORD": "smtp password",
"GETPREMIUM LINK": "www.partner-link.com"
}

Where:

e COMPANY_NAME - the main parameter which is always required.

e SMTP settings can be omitted, but if at least one SMTP parameter is specified, then the presence of all
the following SMTP parameters is required: SMTP_SERVER, SMTP_PORT, ADMIN_EMAIL,
SENDER_EMAIL.

o If the NEED_AUTHENTICATION parameter is set to 1, then the EMAIL_USER and
EMAIL_USER_PASSWORD parameters are required. The parameter is optional, 0 if not specified.

e For the CONNECTION_SECURITY parameter, 0 is for None, 1 — SSL\TLS, 2 — STARTTLS, the parameter is
optional.

e GETPREMIUM_LINK — this link will be used for the Get Premium button in the customized application,
the parameter is optional.

e All parameter names and values must be in double quotes, separated by colon, after each key-value pair
there must be a comma (except for the last one) as in the example.

If you do not specify all the required parameters or specify the parameters incorrectly, the user will get an error
when installing the customized application.

After saving changes to the configuration file, run the utility from the command line:

[utility file name] .exe [name of distributive to customize].exe [configuration file
name and extension] AGREETO USAGE AGREEMENT=1

All the specified files must be located in the same folder. The End User License Agreement which is provided
alongside with the utility in the Usage_Agreement.txt file is accepted by setting the
AGREETO_USAGE_AGREEMENT to 1. Your acceptance is mandatory to use the utility.

A command to start the utility may look as follows:

pct.exe KART 4.0.0.861.0.54.0 en-US.exe pct.json AGREETO USAGE AGREEMENT=1
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As a result of the customization, the utility will delete the original distributive and save a customized distributive
with the name of the original distributive in the same directory where the utility is located.

Depending on the parameter values that you specify in the configuration file, there may be the following changes
in the behavior of a customized application (as compared to the behavior described in the Kaspersky Anti-
Ransomware Tool for Business documentation):

1. The user will not be able to edit the Name and Position settings in the Email settings section in the
customized application.

2. If the SMTP settings are specified in the configuration file, the following settings will be made in the
customized application:

a. application Mode = User (with email reports);

b. The SMPT settings will be set from the configuration file. The customized application will send
reports in accordance with those settings.

c. Report schedule = Every day. Reports are sent automatically once a day, the first report will be
sent at 12:00 the next day after the installation (local time on the user's device);

d. Reports will contain the following information:

e the company name from the configuration file;

e the report period (product installation date — date of the current report generation);
e the user's computer name (NetBIOS);

e the IP address of the user's computer;

e the name of the user’s operating system;

¢ information about detected objects (including about detections of legitimate software
that can be used to damage data): the name of the verdict according to the Kaspersky
Lab’s classification (for example, PDM: trojan.Win32.Bazon.a), the name or IP address
of the blocked host, path to the blocked application, date and time of detection, the
result of processing the object.

The user will not be able to view or change application Mode, SMTP, or Report schedule settings either
during or after the installation.



